
   
 

   
 

 

Privacy Policy 

Weenect - Hareau 

 

This document aims to inform users of Weenect (Hareau SAS) about the Privacy 

Policy of the Weenect website, Weenect GPS Trackers, and the Weenect mobile 

and web App. 

 

Company and Individuals Concerned 

The team at Hareau SAS (101 Rue de Sèvres 75272 Paris CEDEX 06, France), 

hereinafter referred to as "Weenect," processes your personal data when: 

• You browse the Weenect Website and/or; 

• You purchase one or more products on the Weenect Website and/or; 

• You use the Weenect web and/or mobile App. 

If you belong to at least one of these three groups, this Privacy Policy applies to you. 

 

Data Controller 

The data controller, as per the GDPR, is Weenect. 

You can contact us via email at dpo@weenect.com or family@weenect.com or reach 

out to our Customer Service. 

 

Data Protection Officer 

Our Data Protection Officer, as per the GDPR, can be reached through our email 

address or via our Customer Service. 

 

1 - Principles Related to the Collection and Processing of Personal Data 

 

In accordance with Article 5 of the European Regulation 2016/679, personal data 

are: 

a) Processed lawfully, fairly, and transparently in relation to the data subject; 
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b) Collected for specified, explicit, and legitimate purposes (cf. Article 3.1 of the 
present document) and not further processed in a manner incompatible with 
those purposes; 

c) Adequate, relevant, and limited to what is necessary in relation to the purposes 
for which they are processed; 

d) Accurate and, where necessary, kept up to date. Every reasonable step must be 
taken to ensure that personal data that are inaccurate, with regard to the 
purposes for which they are processed, are erased or rectified without delay; 

e) Retained in a form that allows the identification of the data subjects for no 
longer than is necessary in relation to the purposes for which they are 
processed; 

f) Processed in a way that ensures appropriate security of the collected data, 
including protection against unauthorized or unlawful processing and against 
accidental loss, destruction, or damage, using appropriate technical or 
organizational measures. 

 

2 – Purposes of the Collection and Processing of Personal Data  

 

Purpose 1: Management and delivery of Orders placed on the Weenect Website. 

Purpose 2: Management of the IT system to provide the service related to the 

Tracker. 

Purpose 3: Handling of Customer requests (Customer Service). 

Purpose 4: Quality control of products and Services; improvement of internal 

processes. 

Purpose 5: Customer Payments and refunds. 

Purpose 6: Marketing, which includes: 

• Display of content from external platforms 
• Performance analysis of the blog 
• Performance analysis of the e-commerce Website 

• Detection of the country of residence to display the correct version of the e-

commerce Website 

• Management of e-commerce Website scripts 
• Commercial affiliation 
• Blog comments 

• Tracking of advertising conversions 
• Creation of advertising audiences based on similarity 

• Remarketing and behavioral targeting 



   
 

   
 

• Integration between different IT tools 

• Lead generation 

• Management of contacts and sending of messages 
• Data collection and online surveys 

• Online sales 
• Establishment of partnerships 

 

3 – Personal Data Collected 

 

Certain information is mandatory to provide you with the requested service (such as 

your first name, last name, email address, and Weenect account password). Other 

information is optionally provided by you, such as the image used as the icon for 

your Tracker, the names of your loved ones in the App, etc. 

The data we collect and process are as follows: 

For Purpose 1: First name, last name, address, phone number, email. 

For Purposes 2, 3, and 4: First name, last name, account identifier, account 

password, address, phone number, GPS positions of the Tracker when it is on and 

with active geolocation. 

For Purpose 5: First name, last name, email, address, identification document, 

phone number. 

For Purpose 6: First name, last name, email, phone number, address, postal code, 

city, country, family status (only for online surveys), company name, socio-

professional category, IP address, usage data, device information, browser 

information, session statistics, Trackers. 

 

4 – Legal Basis for the Collection and Processing of Personal Data 

 

The General Data Protection Regulation authorizes us to collect, store, and process 

only the data we are legally entitled to process. This authorization is legally based on 

the following grounds: 

For Purpose 1: Performance of the product delivery contract concluded with you. 

For Purpose 2: Consent you have given us for this purpose (necessary to provide 

you with the functionalities and service related to the products; optional in other 

cases). 

For Purpose 3: Performance of the contract related to the product warranty and 

service. 



   
 

   
 

For Purpose 4: Performance of the purchase contract with warranty. Legitimate 

interest in improving Services. 

For Purpose 5: Consent you have given us to receive a refund. Legal obligation for 

billing. 

For Purpose 6: Legitimate interest or Consent you have given us. 

 

5 – Recipients of the Collected Data 

 

5.1 Internal Access to Personal Data 

The Weenect teams have access to users' and Customers' personal data according 

to the scope of their responsibilities. Below is a detailed breakdown of access by 

purpose of processing: 

Purpose 1: Weenect Logistics and Customer Service teams. Employees of logistics 

service providers (responsible for warehouse and package shipment). 

Purpose 2: Weenect Technical, Logistics, Quality, and Customer Service teams. 

Purpose 3: Weenect Customer Service, Marketing, and Sales teams. Employees of 

our partner companies who handle certain customer support requests. 

Purpose 4: Weenect teams, each within their scope of application. 

Purpose 5: Weenect Accounting team. Payment service providers. 

Purpose 6: Weenect Marketing team. 

 

5.2 Disclosure of Data 

Weenect uses the personal data provided by its users solely to deliver the requested 

service at registration or in response to an explicit request. Any sharing or disclosure 

of these personal data is done in accordance with the customers' instructions and in 

compliance with applicable laws and legal procedures. 

 

5.3 External Entities 

We may engage third-party companies or individuals as service providers or 

business partners to support our operations. These third parties may, for example, 

provide virtual storage services. Before engaging a third-party subcontractor, we 

conduct assessments to evaluate their privacy, security, and confidentiality practices 

and execute an agreement that implements their applicable obligations. Examples of 

external services we use, by purpose: 



   
 

   
 

 

 

Purpose Partner / Service Provider Privacy Policy 

Logistics Odoo Odoo S.A. - DPO 
Chaussée de Namur 40, 
1367 Grand-Rosière, 
Belgique. 

www.odoo.com/fr_FR/privacy 

UPS UPS Europe SA – DPO 
5 avenue Ariane, 
Bruxelles, B-1200, 
Belgique. 

https://www.ups.com/fr/fr/support/shipping-
support/legal-terms-conditions/privacy-notice.page 

Colissimo / 
Chronopost / 
La Poste 

DPO 
CP CY412, 9 rue du 
Colonel Pierre Avia, 
75015 Paris, France. 

https://www.colissimo.entreprise.laposte.fr/donnees-
personnelles 

Customer 
Service 

Zendesk Zendesk, Inc. - DPO 
989 Market Street, San 
Francisco, CA 94103, 
USA. 

https://www.zendesk.fr/privacy-notice/#contact-info 

Payments Hipay HIPAY – DPO 
94 rue de Villiers, 92300 
LEVALLOIS-PERRET, 
France. 
privacy@hipay.com 

https://hipay.com/fr/politique-de-confidentialite/ 

GoCardless GoCardless SAS 
7 rue de Madrid, 75008 
Paris, France. 
help@gocardless.com 

https://gocardless.com/fr-fr/legal/gdpr/ 

Marketing 
Google  Google Inc 

1600 Amphitheatre 
Parkway, Mountain View, 
CA 94043, USA. 

https://policies.google.com/privacy?hl=en 

Awin AWIN AG - DPO 
 Otto-Ostrowski-Straße 
1A, 10249 Berlin, 
Germany. 

global-
privacy@awin.com 

https://www.awin.com/gb/privacy 

Meta Ads Meta Platforms Ireland 
Limited - DPO 

Merrion Road, Dublin 4, 
D04 X2K5, Ireland. 

NA 

Zapier  548 Market St. #62411, 
San Francisco,  CA 
94104-5401, USA. 

NA 

Typeform 163 Carrer de Bac de 
Roda, Barcelona, Spain. 

NA 

Brevo Brevo - DPO 

106 boulevard 
Haussmann, 75008 
Paris, France. 

dpo@sendinblue.com 

https://www.brevo.com/fr/legal/privacypolicy/ 

Disqus Disqus 

3 Park Avenue, 33rd 
Floor, New York, NY 
10016, USA. 

https://help.disqus.com/en/articles/7943846-
politique-de-confidentialite-de-disqus 

https://policies.google.com/privacy?hl=en
mailto:global-privacy@awin.com
mailto:global-privacy@awin.com
https://www.awin.com/gb/privacy
mailto:dpo@sendinblue.com
https://www.brevo.com/fr/legal/privacypolicy/
https://help.disqus.com/en/articles/7943846-politique-de-confidentialite-de-disqus
https://help.disqus.com/en/articles/7943846-politique-de-confidentialite-de-disqus


   
 

   
 

privacy@disqus.com 

 

6 – Cookies 

 

The cookie policy for our Website is available at the following address: 

https://www.iubenda.com/privacy-policy/33091626/cookie-policy  

 

7 – Data Retention Period 

 

Tool Data Processed Accessibility Retention Period 

Main Database 
(PostgreSQL) 

User data: first name, last 
name, email, address, 
phone number, WiFi zones, 
and security zones, other 
optional information 

Backoffice, Console, 
Metabase 

Until the user deletes their 
account (for data essential to 
account functionality) or until 
the data is no longer necessary 
for account functionality. 

Position 
Database 
(MongoDB) 

 

GPS information of the 
Tracker and geolocated 
MAC addresses 

BackOffice 30 days 

Long-term 
Position Archive 
(S3 Bucket) 

 

Partially anonymized GPS 
information 

Internal only, highly secure, 
with access logs 

1 year 

 

8 – Security 

 

For Weenect, data security is paramount. We make every effort to protect the 

personal data we collect against any loss, misuse, or unauthorized disclosure. 

To achieve this, we consider the sensitivity of the data we collect, process, and 

store, as well as the current state of technology. However, due to the nature of 

communication and information processing technologies, we cannot guarantee the 

security of information during transmission over the Internet or while stored on our 

systems. When a person clicks on a link to a third-party site, they leave our Website 

and exit our sphere of control. 

All data stored in our databases is encrypted and isolated on a private network. 

Long-term archives are accessible only from our internal network with encrypted 

access and strong authentication. 

 

9 – Rights of Data Subjects 
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If you are a data subject concerning the processing of personal data, you have rights 

that allow you to retain control over your information: 

• Right to information (fulfilled by this Privacy Policy) 
• Right to object 

• Right of access 
• Right to rectification 
• Right to erasure 

• Right to data portability 

To exercise your rights, you can contact us at: dpo@weenect.com 

You also have the right to file a complaint with the authority responsible for ensuring 

personal data protection and enforcing the GDPR in your country of residence. 

 

10 – Data Transfer Outside the European Union 

 

Our Customer Service relies on an external service based in Madagascar, which 

exclusively uses the data necessary to provide Customer Service, and only for this 

purpose. 

 

11 – Modification of the Privacy Policy 

 

Weenect reserves the right to modify this Privacy Policy at any time. 

When we make substantial changes to the provisions in this Privacy Policy, we 

inform our users so they can review the changes before they take effect. Substantial 

changes may include, for example, more detailed tracking or profiling or the addition 

of more precise analysis services. User consent will be obtained before any changes 

take effect, if necessary. If a Customer does not accept the changes, they may 

delete their account and permanently erase their data at any time. 

 

This Privacy Policy was last updated on 11/12/2024. 
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